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Release Summary:

Threat Response 4.2.1 is a release with bugfixes and some minor enhancements.
Please refer to the following for more detailed information:

1. Enhancements and Improvements
2. Download Instructions

Recommendations:

As with any software upgrade it is recommended that a full system backup be created
prior to starting the upgrade. Backups can be initiated in the Appliance Management
Console. This backup, as well as an export of the Master Secret, should be downloaded
and stored in a secure location.

If any issues are encountered during or after upgrading, please open a support ticket at:
https://proofpointcommunities.force.com/

Enhancements and Improvements

The following bugs have been resolved:

e “Bulk Action” response dialogue box would delay for extended periods of time
when multiple incidents were selected.

e High Volume Automatic Quarantine Responses were failing to process due to
event receiver timeout when identifying if event correlations were needed.

e Custom Responses would cause the Threat Response Ul to hang in a
“Processing” when the system itself had experienced an internal error.



e Abuse Mailbox Monitor would occasionally report the abuse mailbox address as
the reporter instead of the targeted user.
¢ Resolved issue with latency in navigating across multiple incidents

Download instructions

NOTE: Starting in Threat Response v3.2.0, the minimum specification of the virtual
appliance has been updated. Please review the Virtual Machine requirements section
for updated minimum specification.

Use Proofpoint CTS credentials to access download images:

Threat Response 4.2.1 — OVA File (Fresh Installs only):

https://dl1.proofpoint.com/download/ThreatResponse/4.2.1/Proofpoint Threat Respons
e Installer-4.2.1.ova

Threat Response 4.2.1 — IMG File (Upgrades only):
https://dl1.proofpoint.com/download/ThreatResponse/4.2.1/Proofpoint Threat Respon

se Update-4.2.1.imqg




