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Overview

PTR/TRAP 5.6.0 introduces significant enhancements to the processing of messages reported via the Abuse
Mailbox Monitor/ CLEAR as well as major database performance improvements related to processing and
storing alert information.

The enhancements pertaining to alert processing for CLEAR should greatly benefit scenarios where several
recipientsare included in a single suspicious message reported by an end user. Consequently, an analyst will
experience fewer alerts created per incident. This leads to better visibility of abuse message reporters and
ultimately, itimproves the overall system performance over time.

All customers who use PTR/TRAP for abuse mailbox monitoringwith CLEAR are advised to upgrade to this
version, thus improving the general stability and performance of PTR/TRAP.

CLEAR Enhancements

New Alert Model for Abuse Mailbox Monitor / CLEAR Source

This release introduces a new alert model for the Abuse Mailbox Monitor/ CLEAR alert source whereby a
single alert is created for each reporter of an abuse message irrespective of how many recipients there are on the
“To” and “CC” lines of the message. This change departs from the previous system behavior where an alert was
created for every recipient on the “To” and “CC” lines of a reported message.

The following scenarios illustrate how this change is beneficial to security analysts as well as the system.

Previous Behavior New Behavior — 5.6.0
Identification of the An alert created for every To/CC recipient | Only one alertis created. The Target or
Abuse Reporter made it difficult to identify who reported | Recipient field denotes the reporter.
the message.
Alerts for Legitimate An alert was created for every To/CC Only one alert is created per abuse
Recipients recipient regardless of whether they were | reporter. None of the alerts denote an
internal to the organization or not. external recipient or email domain.
Multiple Reports of the | Each abuse report created alerts for every | Each abuse report creates one alert; for
Same Abuse Message To/CC recipient; for example, a message | example, a message sent to 100
sent to 100 recipients and reported by two | recipients and reported by two users will
users would create 200 alerts. create two alerts.

Peer Following of “To” and “CC” Recipients for Quarantine Actions

PTR/TRAP 5.6.0 introduces a new capability to quarantine message copies from recipients on the “To” and
“CC” lines of a message as a part of manual and automated response actions. This capability ensures that
messages in need of remediation are removed from the To/CC recipients.

Furthermore, a new checkbox option is visible for the Move Email to Quarantine response to enable Peer
Following. Note that the checkbox appears in the automatic match condition response as well as the manual
response within an incident.



Default Behavior: Move Email to Quarantine Response with Peer Following

For a manual response action, the new checkbox option is the default. Disenable it if the message should not be
quarantined for “To” and “CC” recipients.

Following an upgrade to 5.6.0, automatic match condition responses are defined as follows:
e Abuse Mailbox Monitor match conditions that include a quarantine response have the Peer Following
option enabled by default; this maintains parity with previous behavior for quarantining message copies

for “To” and “CC” recipients.

e Other sources, such as TAP and Smart Search, that include a quarantine response, do not have the Peer
Following option enabled by default; however, it can be enabled.

Database Indexes to Accelerate CLEAR Alert Processing

PTR/TRAP 5.6.0 adds various database indexes to accelerate the alert processing of Abuse Mailbox alerts. This
should mitigate the effects of situations where large volumes of alerts overwhelm the alert processing queue and
lead to alerts without incidents that cannot be accessed via the Ul.

Bug Fixes
Error Exporting Reports to PDF

PTR/TRAP 5.6.0 addresses a bug that prevented a report from being exported to a PDF file, affecting versions
5.4.2,5.5.0,and 5.5.1.

Abuse Mailbox Polling Failures Due to EWS API Request Failures (No Longer Require Restarts)

PTR/TRAP 5.6.0 handles request failures from EWS API’s more efficiently by continuing to poll for
subsequent alerts if individual requests fail due to lack of EWS API response. This fix eliminates the need for
rebooting the system to recover it from a “jammed” state.

Vulnerability Fix Pertaining to Cross-Site Tracking (XST)

PTR/TRAP 5.6.0 addresses vulnerabilities related to Cross-Site Tracking (XST) Attacks.

Download Instructions
PTR/TRAP 5.6.0 requires a minimum of VMware ESXi 6.0. Please use the Proofpoint CTS credentials to
access the downloaded images.
e 5.6.0 OVA File (Fresh Installations and Upgrades From 3.x, 4.x) — Download OVA and SHA-256.
e 5.6.0 IMG File (Upgrades From 5.x) — Download IMG and SHA-256.
e 5.6.0 VHDX File (AWS AMI Installations) — Download VHDX and SHA-256.

Installation Instructions

Please refer to the PTR Installation Guide or TRAP Installation Guide for instructions concerning the
installation of 5.6.0. There are a few changes in the following sections in both guides. Please refer to the PTR
AWS Installation Guide for instructions concerningthe installation of 5.6.0 on AWS.



https://dl1.proofpoint.com/download.cgi?file_id=53616c7465645f5f1180963d909621cc5eed711af9268ad44a59b9f50262b4825076846caa984ce68fa0186f29312fb564effe18b70d3954177148eb08dfabdadd5f18a5b482f3e53aa93fb2d85e43662ec02f119a7f9d0fd572c535479ceed6b7598a87f94050c0465a8a1ecc3951efaa227f2b4229d1102d6121e67ffb66a85212313ce711ca0a
https://dl1.proofpoint.com/download.cgi?file_id=53616c7465645f5f00ff49f4f1c75532ec28ee84f35caf5eb0344fc70672431ca565f20f4490d8214accad5f1e2651bc256aec7d338c0823dcae439256801d47f06b067963621094f340ad4ff938a3b4a9fb5f42d783c2d4dee1de0384250658397b463caec1c950f26240b4da44ce8aca61e24d3b58f2d9a52be2ffef49f74e99f54e3ef034445cf9127f2f4815f49a
https://dl1.proofpoint.com/download.cgi?file_id=53616c7465645f5feeb9e8a59ec93c6801ba3f6538aff5e47501409288402d9e5b6ca298c24e276a787372ef18ad47546281d18eba3422e9f761165b85f3b2db861ecb4373fd269509a993c2fd5467f984cbcf3c333c501528c95c906620bcb2dc4e6ee7e6a39f0bd4a91c20ebd643876325783b0a47a00a924fb837c1b4aa2417a3fecf8d85274e
https://dl1.proofpoint.com/download.cgi?file_id=53616c7465645f5f783f2da72c05089f9a4c3832fe6d8ee14a9ec90090bc4f125e91f935816ec69661add49b263f1a0f54d60707b8c45b1f595189077983de60e9c2496c0e49cd712a0fc675a231b6601c93efcb152c068bc9eb2e9736805af3d56fcb8f6d6903b583621f29dfb12104e2aeaccb45751e4fc71a82721c1a85142a77f5d29f14f1487f38c73be993c6b2
https://dl1.proofpoint.com/download.cgi?file_id=53616c7465645f5f4f538bbeeb09c327391574a611292410ac5943347cf2356b4d20ac93376d35a32680eee1a804f0cb4bf2e4471f95720af88f7f6605a8c9ff8dffd17998ad4b006ef81323c1c55df81553f4fbd57b8663dedf917cda14c3d0092e17c1dc4c0714d9ddf247a993e60afce2ffb438e8e251b280f74ef781954dfe361134efb956ce
https://dl1.proofpoint.com/download.cgi?file_id=53616c7465645f5f99e40765e7e93767ddfede5215d26158f84e72a1357e354af83e65615f63f19d3d874ed84f40f8477b470d03501c50b123e0cb27d50015893426fa95ad84409c297dfe93f851890de57494b420ef7ca7db02cb677ceb23f3b41bc406175cdb42e52d95a00623e648d4439f339cb7ca561cb62faba78ad54602db7c9ae60850bb839f34991a13a31e
https://ptr-docs.proofpoint.com/ptr-guides/ptr-installation
https://ptr-docs.proofpoint.com/trap-guides/trap-installation
https://ptr-docs.proofpoint.com/ptr-guides/ptr-installation-aws
https://ptr-docs.proofpoint.com/ptr-guides/ptr-installation-aws

Upgrade Instructions: 3.x to 4.x

Customers using PTR/TRAP versions 3.x to 4.x are highly encouraged to upgrade to version 5.6.0 to benefit
from new feature improvements and security hardening.

The upgrade process from a 3.x or a 4.x version requires a new virtual machine to be set up using the 5.6.0
OVA file. Data must be migrated from the older version of PTR/TRAP t0 5.6.0. Refer to the Upgrade Guide
for detailed instructions about upgrading an older version of PTR/TRAP to 5.6.0.

Upgrade Instructions From 5.x

Upgrading from PTR/TRAP 5.x t0 5.6.0 can be completed “in place” (on the appliance) using the IMG file.
Refer to the Console Guide for instructions.

AWS Deployments — Upgrade Instructions

The upgrade process for AWS deployments requires a new EC2 instance to be set up using the 5.6.0 VHDX
file. Data must be migrated from the older versionof PTR/TRAP to 5.6.0. Refer to the AMI Installation Guide
for detailed instructions for deploying PTR/TRAP 5.6.0 on AWS.



https://ptr-docs.proofpoint.com/ptr-guides/ptr-upgrade
https://ptr-docs.proofpoint.com/ptr-guides/ptr-console-guide-new/#maintenance
https://ptr-docs.proofpoint.com/ptr-guides/ptr-installation-aws/

